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ABSTRACT 
Implementing an electronic payment system involves striking a 
balance between usability and security. Systems that allow 
payments to be completed with little effort on the part of the 
consumer, such as smart cards, carry a higher probability of 
incorrect payments. Systems that eliminate the possibility of 
incorrect payments by requiring explicit approval from the 
consumer, such as credit cards, make the system too cumbersome 
for small payments. In this paper, we model the usability and 
security tradeoff as a problem of minimizing the transaction cost 
imposed by the payment system on the consumer. We propose a 
mobile payment scheme called UbiPay that attempts to push this 
transaction cost towards zero by offering a range of user 
interaction modes and choosing the minimum sufficient one based 
on context data. The aim is to make paying like breathing: 
something we are only peripherally aware of unless we exert our 
resources beyond the usual. Results from a user study on a 
prototype system suggest that the concept is feasible. The idea has 
powerful implications for the economic organization of everyday 
life. 

Categories and Subject Descriptors 
K.4.4 [Computers and Society]: Electronic Commerce - payment 
schemes, cybercash, digital cash; H.5.2 [Information Interfaces 
and Presentation]: User Interfaces - input devices and strategies 

General Terms 
Design, Economics, Experimentation, Human Factors 

 

Keywords 
Electronic payment, mobile devices, transaction costs 

1. INTRODUCTION 
Automatically dispensed goods and services in public spaces are 
increasingly paid for using electronic payment systems. Mass 
transit fares and car parking spaces in Tokyo are paid with stored 
value cards, while in Helsinki the same services can be paid by 
sending a premium SMS message from a mobile phone [12]. SMS 
messages have also been applied as a payment method for digital 
music, drinks in bars, and beverages in vending machines. As a 
consequence, the usability and security of mobile payment 
systems is an increasingly important topic. 
By considering the usability of a payment system as a transaction 
cost that contributes to the total cost of a service, we see that the 
payment system limits the range of services that can feasibly be 
offered for sale. Services with a very small single purchase value, 
such as various ubiquitous services envisioned for public spaces, 
cannot feasibly be charged for on a per-use basis, since the act of 
payment would incur more effort than the service itself is worth. 
As a solution, we present a payment scheme called UbiPay, which 
consists of a mobile user terminal that collects context 
information and communicates wirelessly with vendors. When a 
payment request arrives from a vendor, the device analyses 
context information to determine the level of user involvement 
necessary in dealing with the request: some transactions require 
explicit approval or at least silent assent from the user, but many 
small everyday payment transactions can be completed 
automatically, without any distraction to the user. Compared to 
mobile payment schemes currently in use, UbiPay can make 
individual transactions extremely “cheap”. This makes it possible 
for the first time to charge separately for services that so far have 
always been bundled with other services; for example, choosing 
an air conditioned subway carriage. Breaking up such bundles can 
improve efficiency, empower customers, eliminate wasted 
resources and open up new business models. 
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In the second part of this paper, we briefly introduce transaction 
cost analysis in economics, consider the implications of treating 
the usability and lack of security of payment systems as 
transaction costs, and review existing and proposed mobile and 
electronic payment schemes from the point of view of usability, 
security and transaction costs. Building on these insights, in the 
third part we develop the UbiPay concept, and in the fourth part 
describe how it was evaluated by constructing a prototype and 
conducting a lab based user experiment. The results of the 
evaluation are reported in the fifth part. In the final part we draw 
conclusions from the results and discuss weaknesses in the study, 
as well as consider the business and societal implications of a 
near-invisible pervasive mobile payment system. 
The main contributions of the paper are the novel angle of 
analysis into the usability of mobile payment systems, the novel 
UbiPay payment concept, contextually adaptive user interfaces, 
and analysis of the potential business and societal implications of 
smart mobile payment systems of the future. 

2. BACKGROUND 
2.1 Usability as a Transaction Cost 
In economics, the term “transaction cost” is used to refer to any 
cost, either in the form of money, time, effort or other disutility, 
which is incurred in the process of making an economic exchange 
[8]. Originally, the concept was developed and used in the context 
of analyzing industrial organization and the relationship between 
the firm and the market [3][19]. Since then, transaction cost 
analysis has been applied in a wide variety of areas, including 
consumer decision making [16]. Typical transaction costs include 
the time, effort and attention required to locate and pay for a good 
or service. 
From this perspective, the total cost of a good or service to the 
consumer is its price plus the transaction costs incurred. 
According to rational choice theory, the consumer is willing to 
make the purchase only if the perceived benefits exceed the total 
cost. For large purchases, payment related transaction costs do not 
usually represent more than a negligible share of the total cost. 
But for smaller purchases, they may represent a significant share 
(Figure 1).  
For example, when buying an automobile, the effort required to 
log in to a bank’s website and conduct the payment transaction is 
insignificant compared to the total cost of the purchase. But when 
purchasing a piece of chewing gum, being forced to use this 
payment method would probably be a deal breaker. Commuters in 
the Helsinki mass transit system sometimes forgo purchasing a 
ticket not because the ticket would be too expensive, but because 
the payment process is too troublesome compared to the perceived 
benefit (avoiding a fine if caught by a ticket inspector). In effect, 
the usability of the payment system establishes a lower boundary 
on the value of goods and services that can feasibly be sold using 
it. 
There are several ways in which vendors attempt to circumvent 
this problem. Services with a very small single purchase value can 
be bundled together to form larger units [14]. For example, 
individual articles are bundled to form newspapers and individual 
issues are bundled into subscriptions. Another approach is the 
stored value or “micropayment” model: user deposits value in 
lumps and uses it to pay for services flexibly. The act of 
micropayment itself may involve some transaction costs, however. 

Bundling, subscriptions and micropayments represent essentially 
the same approach to mitigating transaction costs: increasing 
purchase size while decreasing purchase frequency [14]. The 
problem with this approach is that it limits the choice available to 
consumers. Some small goods and services may not be available 
on the market at all, since they are considered unfeasible. Goods 
and services that are available through bundling, subscription or 
micropayment may not be attractive to first-time users, casual 
users and users considering switching to a competing service, 
because they may not be willing to commit to more than a single 
use at a time. The approach also creates barriers to entering the 
market, since small vendors need to find suitable micropayment or 
bundling partners. 
Finally, bundling can generate inefficiency and waste, as 
consumers have to pay for the whole bundle even if they only 
need a subset of it. There are no economic incentives for not using 
services that come “free” with the bundle, even if the services are 
not really needed. This can contribute to wasteful use of resources 
and even ecological problems. We will return to this notion in the 
context of choosing between air-conditioned and non-air-
conditioned carriages in a subway. 

2.2 Lack of Security as a Transaction Cost 
As the act of conducting payments becomes faster and more 
effortless, various risks emerge: the introduction of high 
technology into the payment process may decrease reliability; 
payments conducted using wireless communication protocols may 
compromise privacy; and electronic systems are susceptible to 
attacks compromising their security. 
A naive approach to system security demands that all risks must 
be eliminated or at least minimized. A more realistic “economic” 
approach recognizes that eliminating all risks would be too costly: 
the correct level of security is a balance between the costs caused 
by implementing security and the costs caused by risks due to not 
implementing security [2]. 
In mobile payments, a certain category of risks that can arise due 
to lack of appropriate security measures can be termed incorrect 
payments. Incorrect payments are here defined as payments that 
the user would not approve if presented with the payment details 
and asked to review and confirm them. Incorrect payments can 
arise because of a vendor charging the wrong amount by mistake, 
the user misunderstanding a pricing system or someone 
committing fraud, and various other reasons. Incorrect payments 
can in theory be completely eliminated by requiring the user to 
carefully review every payment, but in practice, this is too costly. 

 
Figure 1. In small purchases, transaction costs can easily 
turn an attractive deal unfeasible to the buyer. 



As we will see below, actual implementations strike a balance 
between usability and risk of incorrect payments. 

2.3 Electronic and Mobile Payments 
Partly as a response to the high transaction costs of using cash or 
checks as the means of payment, various electronic and mobile 
payment schemes have been adopted into use at points of sale 
around the world. Perhaps the most well-known of these is the 
credit card. Another option that challenges both cash and credit 
cards are various stored-value smart cards. Containing 
cryptographically secured electronic cash, quickly accessible 
through a contactless near-field communication (NFC) interface 
[15], they are faster to use than previous payment methods, but 
probably also entail a slightly larger probability of incorrect 
payments. Transaction costs analysis suggests that they would be 
most suitable for small-value purchases, where convenience is 
important and the increased risk of incorrect payments is not a 
grave issue. They would not be suitable for high-value purchases, 
where the elimination of incorrect payments is more important 
than convenience. In practice, smart cards are indeed mostly used 
for small payments such as vending machine purchases and transit 
fares.  
Another trend are so-called mobile payments: the use of mobile 
connected devices to initiate, activate, and/or confirm payment 
transactions in various kinds of services [9]. Compared to cash 
and contactless smart cards, mobile payments have the advantage 
of not necessarily being tied to a physical point of sale and thus 
allowing more flexibility over their manner of use [12]. For 
example, the Helsinki public transport system allows commuters 
to use a premium SMS message to purchase a ticket at any point 
before the moment of boarding [12]. According to Gartner, 
mobile payment solutions are particularly popular in the Asia-
Pacific area, and the number of users worldwide reached 33 
million in 2008 [5]. 
There are also various research efforts to create next generation 
“ubiquitous” payment schemes [6][11]. This often means the use 
of ad-hoc networking between end-user mobile devices to create 
more flexible payment infrastructures. Little attention has been 
paid so far to the possibility of using context information and 
sensor data in payment applications. Fitton et al. [4] describe how 
sensor data can be used to determine the amount to be billed from 
the users of construction equipment. The possibilities of using 
context information in mobile consumer payments have not been 
explored, despite it being an area where electronic payments are 
already in widespread use. 

2.4 The Wallet Phone 
In this section, we briefly introduce an existing state-of-the-art 
mobile payment system, analyzing some of its strengths and 
weaknesses from the points of view of usability, security and the 
transaction costs linked to these factors. This provides us with a 
basis on which to suggest improvements leading to our proposed 
UbiPay system. 
Osaifu-keitai1, meaning “wallet phone”, is a mobile payment 
system developed by NTT DoCoMo that enjoys de-facto standard 
status in Japan [13]. It is possible to use it as an almost 
comprehensive alternative to both cash and credit cards, as it can 
be used in a wide range of services from restaurants and 

                                                                 
1 おサイフケータイ in Japanese 

supermarkets to vending machines and public transport. Such a 
wide range is realized by including several payment applications 
on the same device. 
Mobile phones supporting Osaifu-keitai contain a Felica IC chip 
developed by Sony, the same chip that is used in many contactless 
smart cards [15]. In contrast to smart cards where the chip is used 
to store only one payment application and its data, in the Osaifu-
keitai system the chip is used as a secure memory for several 
applications. Applications that typically come pre-installed on an 
Osaifu-keitai phone include stored value electronic cash system 
Edy [1] and public transport fare payment system Suica [7]. Other 
applications, including credit card functionality, can be installed 
on the chip later. 
Payment is typically initiated by holding the phone next to a 
reader/writer installed at a point of sale. Small payments are 
completed immediately, while larger payments may require the 
user to confirm the transaction. For example, using the DoCoMo-
issued DCMX credit card application, payments of up to ¥10,000 
(approximately €100) are completed immediately, while larger 
sums must be confirmed by entering a four-digit PIN code on the 
phone. 
Osaifu-keitai reduces payment related transaction costs in several 
ways. Instead of having to carry around a number of plastic cards, 
the user can access the same services using the phone they carry 
around anyway. The actual payment event is very fast and does 
not involve counting change or writing a signature. For small 
payments, the only actions required from the user are taking out 
the phone and placing it next to a reader. Stored value applications 
can be topped up by accessing a credit card or online bank 
account through the cellular network. The Suica transport fare 
payment system includes an auto-carge feature, whereby the user 
may choose to have the stored value automatically topped up from 
a credit card once the value falls below a specified threshold (c.f. 
micropayment, above). In effect, individual fares disappear from 
the users perception, and they begin to see the cost of 
transportation on a more abstract level, as a periodical item on 
their credit card statement. This is arguably more efficient use of 
the users’ daily cognitive resources. 
On the other hand, Osaifu-keitai also introduces new security 
problems and risks. The phone becomes an even more crucial tool 
than before, and losing it an even more worrisome proposition. To 
some, the phone may also be a private object that they would 
rather not expose at every possible payment situation. 
Furthermore, the risk of incorrect payments is clearly more 
palpable than with cash. 

3. THE UBIPAY SYSTEM 
3.1 Objective 
An important insight can be found in the way Osaifu-keitai seeks 
to minimize incorrect payments. For bigger sums, a stronger and 
more disruptive confirmation is required (entering a PIN code). 
For smaller sums, all that is needed is holding the phone to the 
reader. The security mechanism is thus two-tiered, enabling two 
different balances between convenience and risk. This reflects the 
fact that the potential of a large incorrect payment is a graver 
problem than recurring distraction caused by confirmation. For 
smaller sums, only a simple confirmation is required (placing the 
phone next to a reader), since the possibility of a small incorrect 
payment is considered such small cost that it is not worth 
seriously distracting the user over. This suggests that an ideal 



payment system that pushes transaction costs to the absolute 
minimum should offer a continuum of different interaction 
mechanisms, each striking a different balance between 
convenience and security. 
The level of security and confirmation the user expects (and in 
other words, the level of distraction and effort the user is willing 
to endure) for a given payment transaction depends on the context 
and the amount of money at stake. When the risk of conducting an 
incorrect payment is small, or when the financial consequences of 
an incorrect payment would be negligible, less attention is needed 
from the user. In the most extreme case, this could mean that a 
payment can be conducted automatically, with no user 
involvement at all. For example, the following kinds of payment 
requests from vendors are good candidates for completely 
automatic payment execution: 

 A request for a sum of less than ¥300 (approximately €3) 
from a mass transit company on a weekday morning when 
entering a subway station 

 A subsequent request for a sum of less than ¥200 
(approximately €2) from a vending machine located inside the 
same station 

 A request for a sum of less than ¥10 (approximately €0.10) 
from a vendor with whom the user has transacted in the past 

On the other hand, when the risk of conducting an incorrect 
payment is high, or when the amount of money at stake is 
significant, more attention is required from the user. For instance, 
the following requests should be reviewed and confirmed by the 
user before they are executed: 

 A request from the mass transit company outside the user’s 
normal commuting hours 

 A request from a vending machine when the user is not 
located adjacent to it 

 A request in excess of ¥2000 (approximately €20) 

 A request from a previously unknown vendor 
 
Between these two extremes, it is possible to imagine many 
intermediate degrees of user involvement in the transaction. The 
objective of the UbiPay system can thus be stated as minimizing 
transaction costs by aiming towards minimum sufficient user 
involvement in each payment transaction. 

3.2 Design 
UbiPay is a payment scheme that attempts to guess the correct 
level of user involvement in each transaction by analyzing 
information about the payment request and its context: amount, 
recipient, time, date, location and history of previous transactions 
conducted by the user. A suitable user interaction mode is then 
chosen to effectuate the payment. If the amount of money at stake 
is significant or the transaction is considered risky for some other 
reason, the user is required to review the transaction details and 
confirm them before the payment is executed. If the transaction is 
considered less risky, it is sufficient for the user to confirm it 
using a lightweight interaction mode (described below). If the 
system considers the transaction to involve only a very low risk, it 
can complete the payment automatically, without seeking prior 

approval from the user. The user may still be notified of the 
transaction via sound or vibration, in which case failure to 
intervene constitutes implicit approval by the user. In the most 
mundane transactions, even this notification step is omitted in the 
interest of not distracting the user. 
There are two basic approaches to creating the rules that are used 
to decide which interaction mode is appropriate for a payment 
request. First, users can simply be asked to input their preferences, 
using a rule template for ease of use. This is comparable to how 
rules for filing email messages into folders are typically input into 
email clients. Secondly, rules can be derived automatically from 
users’ past decisions. For example, if the user accepts a payment 
request for ¥200 issued by the mass transit company three times in 
a row, the system can propose to turn it into an automatic 
payment. As more information is accumulated, the rule can 
become more detailed, including, for example, time and location 
requirements. Supervised learning methods could be used to 
discover more complex recurring patterns in the users’ payment 
history. 
After a decision to carry out a payment has been reached, the 
actual completion of the payment is delegated to an existing 
electronic payment infrastructure, such as the user’s electronic 
cash or credit card account. One challenge in this concept is that 
the large volume of transactions initiated by UbiPay may generate 
significant costs in the infrastructure and vendors’ systems. To 
mitigate these costs, an appropriate back-end can be chosen based 
on factors such as the value of the transaction. Micropayment-
style “payment buffering” at key points in the infrastructure may 
also be possible. 
Another major component not addressed in detail in this paper is 
the context and activity recognition architecture that allows 
vendors to detect that users are using their services and identify 
which user is responsible. The solutions are highly dependent on 
service context: for example, rfid-based gates could be used in 
public transport. Delivering the payment request to the identified 
user terminal can be carried out using the cellular network or any 
wireless protocol such as Bluetooth. From the point of view of 
monetizing ubiquitous services embedded into public spaces, an 
important feature of UbiPay is that payment requests need not be 
tied to a traditional physical point of sale. 

 

 
Figure 2. Vending machine mock-up with a touch screen 
interface 



4. PROTOTYPE AND EVALUATION 
To evaluate the UbiPay concept, we constructed a prototype 
system and conducted an experiment with 17 users. The purpose 
of the evaluation was to find out to what extent a system based on 
the UbiPay concept can reduce users’ payment transaction costs. 
Firstly, we sought to obtain some empirical backing for the 
assumed differences in convenience and risk associated with 
different levels of user involvement in the payment process: 
RQ1: How convenient are the proposed payment modes in 
relation to each other? 

H1: convenience of automatic payments > convenience 
of light confirmation payments > convenience of 
explicitly confirmed payments 

RQ2: How much anxiety do users feel over the proposed payment 
modes in relation to each other? 

H2: anxiety associated with automatic payments > 
anxiety associated with light confirmation payments > 
anxiety associated with explicitly confirmed payments 

After these questions are answered, the key question for the 
viability of UbiPay is whether the gains in transaction speed and 
convenience are able to offset the associated increases in 
perceived risk. As perceived risk is assumed to be a function of 
the amount of money at stake, this question can be formulated as 
follows: 
RQ3: What is the maximum transaction size, if any, that users are 
willing to carry out using the two proposed new payment modes? 

H3: maximum acceptable transaction size using light 
confirmation payment > maximum acceptable 
transaction size using automatic payment > 0 

 

4.1 Prototype Implementation 
We have implemented a prototype of the design described above. 
It consists of a mock-up vending machine and the user’s UbiPay 
device. The vending machine is a PC with a touch screen interface 
displaying various goods for sale and their prices (Figure 2).  
The UbiPay device (Figure 3) consists of a HP iPAQ rx5965 
handheld computer and a coin-sized accelerometer sensor from 
the Cookie series developed jointly with Nokia Research Center 
[10]. The prototype supports three configurable user interaction 
modes, corresponding to varying levels of user involvement: 

 Automatic payment: payment is completed automatically, 
but the user may choose to be notified through sound or vibration. 

 Light confirmation: the device notifies the user with sound or 
vibration and expects the user to confirm the payment by either 
patting or shaking the device. 

 Authentication: the device notifies the user with sound or 
vibration and expects the user to confirm the payment explicitly 
by looking at the screen and entering a PIN code. 

Osaifu-keitai uses NFC communication between the phone and 
the vendors’ systems, but since we wish to explore different levels 
of user involvement all the way down to fully automatic 
payments, UbiPay uses wireless communication, which can be 
initiated without any action on the user’s part. When the user 
stands in front of the vending machine and selects an item by 

touching it, the vending machine establishes a WLAN connection 
to the user’s UbiPay device and issues a payment request. The 
device analyses the request and initiates the appropriate user 
interaction mode. For now, the only piece of information 
considered in the analysis is the price. Price ranges that trigger 
different interaction modes are specified by the user using a 
preferences pane (Figure 4). 

 

4.2 Experiment Design 
The user experiment was conducted in January 2009 and involved 
17 Japanese university students not associated with the research 
project. Each test user conducted the tests individually. Users 
were shown a video explaining that the UbiPay is a novel 
payment scheme and teaching how the prototype is used. Users 
were then asked to perform three tasks on the system: 1) 
purchasing a soft drink from the simulated vending machine using 
PIN code confirmation, 2) carrying out the same purchase using a 
double-pat gesture for confirmation, and 3) carrying out the same 
purchase using the automatic payment mode. The time taken to 
complete each transaction was recorded. After completing these 
tasks, the users were asked to take a survey that contained 
questions about the perceived convenience, security, reliability 

 
Figure 4. Prototype configuration interface. The user can 
specify three price ranges and choose which notification 
and confirmation methods are used for transactions 
falling within each of them. 

 
Figure 3. iPAQ rx5965, two Cookies and a ¥10 coin 
 



and privacy of each payment mode. In addition, users were asked 
about the maximum amount of money they would be willing to 
pay using the lightweight interaction and automatic payment 
methods. 

5. EVALUATION RESULTS 
The mean and standard deviation of the variables measured during 
the tasks and in the survey are shown in Table 1. 

 
Table 1. Mean and standard deviation of variables measured 

 PIN code Double tap Automatic 
Completion 
time 

11.21 s 
(σ=0.42 s) 

2.30 s 
(σ=0.42 s) 

0.01 s 
(σ=0.00 s) 

Perceived 
convenience 

2.24 
(σ=1.44) 

3.24 
(σ=1.20) 

4.59 
(σ=0.62) 

Anxiety over 
security 

2.24 
(σ=1.39) 

2.65 
(σ=1.12) 

3.94 
(σ=1.09) 

Anxiety over 
reliability 

1.88 
(σ=1.11) 

3.06 
(σ=1.30) 

2.59 
(σ=1.66) 

Anxiety over 
privacy 

2.35 
(σ=1.22) 

2.41 
(σ=0.94) 

2.88 
(σ=1.58) 

Max. accpt. 
transaction 

(not 
measured) 

¥ 2082 (σ=¥ 
3185) 

¥ 471 (σ=¥ 
389) 

 
As expected, payments confirmed by the user using a PIN code 
took a significantly longer time to complete than payments 
confirmed using a tap gesture (t16=10.1, p<0.001) or payments 
completed automatically without the user’s involvement (t16=12.8, 
p<0.001). The same pattern of difference could be found in the 
users’ perceptions of the convenience of each payment method. 
Automatic payment was considered significantly more convenient 
than pat-based light confirmation (t16=4.4, p<0.001) or PIN code 
based explicit confirmation (t16=5.7, p<0.001). These observations 
together lend support to H1: automatic payments are more 
convenient than light confirmation based payments, which are 
more convenient than traditional explicitly confirmed payments. 
The levels of anxiety expressed by the users regarding the 
payment methods display a less clear pattern. Anxiety over 
security is significantly higher with automatic payments than with 
tap based light confirmation (t16=4.8, p<0.001) or PIN code based 
explicit confirmation (t16=3.4, p<0.01). No statistically significant 
difference in anxiety over security was observed between light 
and explicit confirmation. More anxiety over reliability is felt 
when using tap based light confirmation than when using PIN 
code based explicit payment confirmation (t16=3.4, p<0.01). The 
difference to automatic payment is not statistically significant for 
either confirmation mode. No statistically significant differences 
in anxiety over privacy were expressed by the test users. In 
summary, H2 is partially supported: overall, users felt the least 
anxiety over payments involving a traditional PIN code based 
confirmation step. 
The maximum transaction size that users said they were willing to 
carry out using the light confirmation mode was on average ¥2082 
with a standard deviation of ¥3185. The maximum transaction 
size they were willing to leave up to automatic payment was on 
average ¥471 with a standard deviation of ¥389. Given the small 
sample size and large variance, this nominally big difference in 

means is barely statistically significant (t16=2.1, p<0.05), but the 
maximum transaction size for automatic payments is clearly 
different from zero (t16=5.0, p<0.001). H3 is thus supported. 

6. CONCLUSIONS AND DISCUSSION 
The results of the user experiment show that in the prototype, the 
lighter interaction modes reduced transaction costs by making 
payment transactions more convenient. On the other hand, they 
increased transaction costs by increasing the users’ anxiety over 
conducting transactions as compared to more traditional PIN code 
based confirmation. Overall, the gains seemed to exceed the 
perceived risks when the amount of money at stake was 
sufficiently small. Users said they were willing to use the 
lightweight interaction and automatic payment modes to conduct 
payments worth several euros, well above the feasible minimum 
for the uses envisioned. 
The main weakness of the experiment relates to the way the risks 
are assessed. In a well-administered lab-based study, it is possible 
to get a good idea of the usability of a system, but risks are very 
difficult to evaluate in such a setting. UbiPay’s main risks are in 
the areas of security, reliability and privacy. Putting an accurate 
price tag on such risks is very difficult without an actual real-
world implementation and some use experience. The study thus 
probably underestimated the risks. Nevertheless, the main 
contribution of the user study is that is suggests that if usability 
gains exceed risks, users are not in principle opposed to the idea 
of delegating payment decisions to a smart system. This opens up 
the possibility of generating payments with extremely small 
transaction costs. 

6.1 Implications for Commerce 
The results suggest that the idea of reducing payment transaction 
costs to near zero using multiple interaction modes selected on the 
basis of context information is feasible, given suitable supporting 
infrastructure. This has powerful implications for business and 
design. Consider the following example: Tokyo subway trains 
have two types of cars: with full air conditioning and with reduced 
air conditioning. The fully air conditioned cars are more 
comfortable, but they cost more to operate and have a larger 
environmental footprint. Currently, there is no way to levy a fee 
on those who choose an air conditioned car, since the fee would 
be too small to collect feasibly, perhaps a fraction of a yen. The 
cost of air conditioning is thus bundled into the price of the ticket. 
With UbiPay, the bundle could be broken and each commuter 
charged according to their choice. Those entering a fully air 
conditioned car would pay an extra fee, while those opting for the 
less comfortable seats would pay less. Similar bundles could be 
opened in a multitude of places in transport, shopping malls, retail 
stores and restaurants. Individual actions would be more directly 
reflected in one’s cost of living, and expenses that today are born 
collectively could be replaced with personal responsibility for 
one’s actions. We would become aware of the cost of some things 
that have thus far been considered free, and would gain the option 
of not consuming some things that were previously obligatory. 
Vendors could begin to offer more individualized services to 
consumers. Different seats in a restaurant, different lanes on a 
road or different hours in a park could carry a different price. 
UbiPay gives the user unobtrusive feedback about the cost of their 
lifestyle, allowing them to adjust their behavior when necessary. 
If a given space “feels” too expensive due to many tiny payment 
notifications tingling on the skin (haptic feedback), or larger 



payment requests hovering on the edge of vision (augmented 
reality feedback), the user can exit the space and find a more 
comfortable zone. This type of implicit payment is very different 
from today’s payment culture, but we may point to the rise of 
mobile payment as a replacement for cash as an example of how 
payment behavior and attitudes towards security and control over 
money change. The acceptance of such changes is also likely to be 
dependent on cultural differences regarding attitudes towards 
money [18]. 

6.2 Challenges and Further Research 
As with many ubiquitous computing applications, some major 
challenges separate the laboratory prototype from a commercially 
deployable implementation. Probably the biggest issues are in 
security and privacy. It is easy to encrypt the payment request 
protocol to stop third parties from eavesdropping, but how to deal 
with fraudulent requests and “spam” is a different matter. Most 
likely, the rules will have to be very strict towards unknown 
vendors, using strong cryptographic authentication to ascertain the 
vendor’s identity. 
This still leaves the system vulnerable to erroneous requests from 
trusted vendors. Someone standing on a train platform might end 
up paying for someone else’s vending machine purchase or an air 
conditioned carriage that passes by. 
According to the principle of minimum sufficient involvement, 
any incorrect automatic payments should be so small and 
infrequent as to be tolerable. Otherwise, the rules should trigger a 
review and confirmation request to the user. However, if such 
requests were triggered frequently, the convenience of the system 
would be compromised. Thus the vendor side of the system, how 
to recognize with sufficient accuracy which user terminal a 
payment request should be directed to, is an important challenge 
for UbiPay. The current vendor prototype contains only a naive 
implementation that will issue requests to any UbiPay user 
terminal within range. Fortunately, user activity recognition is a 
very popular topic in ubiquitous and pervasive computing 
research [17]. We see UbiPay as an application layer technology 
that leverages the many activity recognition frameworks currently 
being developed and integrated into consumer electronics. 
One more problem scenario is that from a vendor’s point of view, 
a user could engage in fraud by riding in an air conditioned 
carriage yet refusing to pay. There are several responses to this. 
Many services today, such as public rail transport in Helsinki, 
operate on an honor basis. Some users fail to pay, but this is 
tolerable if the value of a single “service theft” is small. The ratio 
of non-payers is kept at a sustainable level by ticket inspectors 
who conduct spot checks. Social norms also affect people’s 
propensity to pay. 
In a world of very low transaction costs, paying could become like 
breathing: we know it happens all the time, volume depending on 
activity, but most of the time we do not need to be more than 
peripherally aware of it. Only when we exert our resources 
beyond the usual should we really begin notice it. From a societal 
point of view, there are some vexing implications in this line of 
thought, as it entails surrendering an ever growing area of 
everyday life into the sphere of commerce. But in our opinion, 
such concerns make research in the future implications of smart 
mobile payment systems even more worthwhile. 
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